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AND THE FOLLOWING PROCEEDINGS WERE HAD:

03CC12794 PALLORIUM, INC. VS, JARED, ET AL

NoO appearances. The above matter having been taken under submission, the Court now

makes its ruling as follows:

Pursuant to CCP § 632 and Rule of Court 232, the Court provides this written, tentative

decision in this matter. There was no request for a statement of decision. Jared is ordered to prepare

a proposed judgment within 10 days and any party affected by the judgment may serve and file
objections thereto within 10 days after service (CRC 232(e)).

This matter involves the application of the immunity provisions of the Communications
Decency Act 0of 1996, 47 U.5.C. § 230. This Court agreed to address that issue first at a court trial.
After hearing all the evidence and the arguments of counsel, the Court rules that Jared is immune

under the Act for the claims of Pallorium and that Jared is entitled to judgment.

In this case, defendant Jared posted a changing list of domains or websites known or
suspected by others of originating or transferring unsolicited biulk e-mails (ITREs, also known as

“spam”). Jared got the list of suspect sites from a variety of sources. The purpose of Jared’s list was
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to identify as many potential sources of spam as possible. Individuals and companies were free to
access and use the list, and did s0 m various ways to limit dissemination of spam. A common
method used by third parties to block spam was to use Jared’s list and others like it and simply block
all the e-mail traffic from any site on those lists. Prodigy, Ameritech, and SBC, among others, blocked
all traffic to their servers from the places on Jared’s list. There was no evidence that Jared was paid

for maintaining his list. Jared used his list for his personal use, but did not block any sites for anyone

else. Users of the list were free to ignore any part of the list. Jared essentially published a list of sites
that he mistrusted.

In addition to publishing the lista compiled by others, he offered a no-cost service: users could
send a suspecl e-mail 1o one of his e-mail addresses and his program would lthen direcl an e-mnail Lo
the servers that had relayed the suspected e-mail. If any of the servers relayed that new e-mail back
to another of Jared’s addresses, then that server wag listed as “open” on Jared’s website. This process

was done entirely automatically, with no editorializing or editing,
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The danger of an “open” server is that UBE distributors can use an unsuspecting server to
relay LBEs, accomplishing two goals: one, hiding the true sender of the UBE and thus frustrating
many UBE blocking algorithms, and two, using the bandwidth of the unsuspecting “open” server to
send out huge numbers of UBEs.

Pallorium is a business reliant on e-mail communications. In the summer of 2003, it found ite

outgoing e-mails were being blocked by SBC and other providers of internet service because

Pallorium’s server was listed on Jared’s list. Pallorium contends that it was never an “open” server
and was not listed by any of Jared’s other sources as a conveyor of UBLs. Decause its customers were
not receiving e-mails from the Pallorium server, Pallorium had to buy or rent other unlisted e-mail
scrvers to conduct its business. FPallorivu sued Jared for falsely including Fallorium on his list. Jared
testified that he had no idea how Pallorium got onto his list. He manually tested the Pallorium server

for “openness” after the lawsuit began and concluded at that time that Pallorium did not have an

open server, Pallorium’s CEQ testified that the server configuration had not been changed and that if
ORIGINAL | FILE
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it were not opent when it was tested manually, 1t was not open when originally listed. He also
testified that he had checked all the possible third-party sources for Jared’s list and Pallorium’s server
was not included on any of them,

To further complicate matters, Jared was the vichim of a destructive denial of service attack
that lasted several months and shut down his server, including the “openness” test and the ability of
nthers to get through to his list. It also clogged his e-mails so that Fallorium could not get its
complaints to Jared in a Himely fashion. Jared eventually abandoned his list and his efforts to identify
“open” gervers.

The Courl fivst considers the immunity granted by § 220(c)(1). Although it is possible that
Pallorium was listed on some other third-party source as a UBE purveyor, the evidence was

insufficient, More likely, Pallorium made it onto the list because some third party sent an e-mail to

Jared’s program that resulted in a finding of “open.” Under these facts, Jared is not a publisher of

information provided by third parties. His program processes information, manipulates it, and
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makes a conclusion, which is then published on Jared’s list. The purpose of publisher’s immunity is
to protect the free flow of ideas by not punishing the messenger, Jared, in this case, was the
originator of the information, Jared’s program determined that Pallorium’s server was “open” and
Jared vouched for that conclusion. He is not entitled to immunity as a publisher, since he was also
the internet content provider.

The Communications Decency Act, §230(c)(2)(A), also provides immunity for the provider or
user of an interactive computer service for any action voluntarily taken in good faith to restrict access
to or availability of material that the provider or user considers to be obscene, lewd, lascivious, filthy,
excessively violent, harassing, or otherwise objeclionable, whether or not such material is
constitutionally protected.

To help us parse this clause phrase by phrase, we are mindful of the policy of the United
otated that encourages the development of technologies which maximize user control over what

information is received by individuals, families, and schools who use the Internet and other
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interactive computer services and to remove disincentives for the development and utilization of
blocking and filtering technologies that empower parents to restrict their children's access to
objectionable or inappropriate online material, This policy requires a liberal application of the

immunity provisions. As stated in Carafano v Metrosplash, (2003) 339 F.3 1119, imrmunity under

§230 iz “guite robust.”

We first consider whether Jared is a provider or nser of an interactive computer service. The

Court concludes that he is. He provides an information service that enables computer access by
multiple users. Users access his list and interact with his server by querying it with e-mails that are

then tested by Jared’s program and the results posted. Alternatively, he is a user of the services of an
interactive computer service in his connection with the Internet.

There is no doubt that Jared undertook the compilation and publishing of his list voluntarily.

We next consider whether his actions were in good faith. The Court concludes that his list was

compiled solely to seek an effective way to block unsolicited e-mails. There was no evidence that
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Jared sought to block certain sites for any other reasons and no evidence that he singled out
Pallorium. In fact, he testified that he did not know what Pallorium was until the lawsuit had been
threatened.

The Court rejects the argument that Jared’s bad faith is shown by the inefficiencies of his
methodology. The Court heard testimony that “open” servers account for only a very small amount
of spam, However, efficacy is not a consideration in determining good faith. Jared‘s mecthods may
have been over inclusive or too aggressive and may have resulted in blocked sites thal were not
purveyars of spam, but that is not evidence of bad faith.

The Court considered the argument that Jared in bad faith refused to shut down his list after a
destructive denial of service attack, Around the same time as FPallorium was having its e-mails

blocked by inlernet service providers, Jared was the victim of a vicious destructive denial of setvice

attack, where for a long time his server was bombarded by unsolicited e-mails that froze his system.

His eventual response was capitulation, but his mode of surrender was unique - he essentially put
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the entire Internet on his list, so that every query to his list would result in a negative report. In this
way, he made his list valueless and thus discouraged users. Pallorium argues that this was done in
bad faith and that he should have used some other means to disable his list. The Court, however,

finds that his actions in response to the denial of service were niot taken in bad faith and without any

animosity toward any particular server or website.

Next, we turn to the objectionable nature of spam. Pallorium argues that immunity only
applies to effarts to block the content of the spam under the Computer Decency Act. Since Jared’s list
was content neutral — it someone used the list, they would block the benign as well as Hie lewd ~ the
immunity under §230(c)(2)(A) would not apply. The Court does not accept this interpretation. The
immunily provision refers to “access to objectionable material” and Jared’s list indisputably ¢an be

used to restrict access to spam which undeniably can and will contain objectionable material. The
tact that Jared’s list is over inclusive and, if used, will most likely also restrict access to non-

objectionable material, is of no consequence in applying the immunity provisions. Among other
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things, the law was meant to foster new and more effective means of controlling unwanted intrusions
from the Internet. The law contemplates that various methods will be tried, with the unsuccessful
methods being laboratories for more effective methods. Jared’s methods may be ham-handed and
grossly ineffective, but they were intended to help others block spam and they accomplished that

goal.

Further, the Court heard evidence that ungolicited e-mails are a burden on individual internct
users and burden ISP’s who must use bandwidth to deliver those mcessages. They can also be
destructive, as shown by the denial of service attack on Jared. For these reasons, the Court concludes
that UBEs, by virtue of their mere volume and regardless of its content, are harassing and
objectionable. Under Federal law, any good faith attempt to restrict access to spam would be

pmtected.

Lhe Court also considered immunity under §230(c)(2)(B) for making the technical means

available to information content providers to restrict access to spam. By allowing others to send a
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suspect e-mail to Jared’s site, he is making available his program, which is a technical means of
restricting access.

It is obvious that Pallorium is a collateral casualty in the war on spam. Pallorium incurred
costs and suffered because of these events, Unfortunately, Pallorium cannot recover them from Jared.

The Congress of the United States has determined that the risk of such damages would have to be
borne by innocent parties like Pallorium.
Judgment for Jared. Jared to prepare a judgment.

IT IS S ORDERED.

ENTERED: 7 13.05
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