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I. Introduction

The tnal court bifurcated the trial of this mattcr so that defendant’s immurnty defense was

tried first. Testimony and arguments were presented and reccived with respect to the scope and
applicabtlity of a federal immunity defense. On July 13, 2003, the Court issued and mailed its
tentative deciston. Pallorium objects to the tentative decision and the ruling.

Fursuant to Rule 232(¢), California Rules of Court, plaintifi objects to the ruling on the

following groundas:

1. Even if we were to assume that the Court is correct with respect to all of iis analysis,

the ruling unconstitutionally violates Pallorium’s right to a jury trial on the issue of whether

detendant was acting in good faith. ‘
2. Delendant’s condncet, as testified to by defendant, cannot as a matter of law, be

held to be in good faith because it violates federal criminal statutes.

3, The Court erred in its application of the immunity statute to the situation at bar. \

11. Objection To Tentative Decision

Defendant was sued [or careless and arrogant efforts to obstruct Internet comm unications.
He: blundered by including Pallorium’s c-mail scrver on his block lists, and then he [ailed and
refused to remove Pallorium, as he commonly refused to remove others. Defendant’s conduct was

intcntional, reckless and eriminal, resulting in substantial damages to Pallorium and others.

The 1ssue before this Court was an affirmative defense based on the Cﬂmmunic:atiﬁnﬂ‘

Decency Act (“CDA™) 47 U.8.C. § 230, which reads in relevant part as follows,

(1) Treatment of publisher or speaker - No provider or user of an ‘
I'I'ItEI:H{':T.iUE. computer service shall be treated as the publisher or speaker of
any Information provided by another information content provider.

_(2) Civil liability - No provider or user of an interactive computer
service shall be held liable on account of -

s ee
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(A) any action voluntanly taken in good faith to restrict access to
Or avatlability of matenal that the provider or user considers to be obscene,
lewd, lascivious, filthy, excessively violent, harassing, or otherwise
objectionable, whether or not such material is constitutionally protecied; or
(B) any action taken to enable or makc available 10 infommation
content providers or others the technical means to restrict access to material

described 1n paragraph (1). [1] (A)." |

The court has ruled for Pallorium on the (1) provision, so that will not be discussed.

A. The Tentative Denles Pallorium’s Right To Jury Trial ‘

Pallorium preserved its right to a jury trial. A jury trial was initially requested, fees were

posted, and jury instructions were lodged at the M.8.(C. This Court even commented at the lirst

trial stage that a jury would be summoned, depending on the immunity defense.

The Court’s tentative decision improperly denies Pallorium’s jury right by decrding that

defendant was acting in good faith. That is not a determination of law as to whether the immuni lyl

defense could be presented to the jury, which is all the Court could do. That determination went
beyond the proper role of the court and invaded Pallorium’s right to a jury determination. ‘

“The California Constitution . . . set out the right to a jury trial in the strongest possible

terms.” Because Pallorium pleaded causes of action were legal, not equitable, seeking damages, it}

had a right to a juy. See Raedeke v. Gibralter Savings & Loan Ass’n. 10 Cal.3d 665, 672 (1974).

In Czepmini Aluminmuen Corp. v. California Custom Shapes, Inc., 95 Cal.App4™ 1249 (2002), thﬂ‘

court resolved issues regarding the allocation of a hurden of proof in jury instructions regarding an

affirmative defense, Although the decisional authorities penerally deal with affirmative defenses in

criminal cases, the right to a jury clearly includes the resolution of affirmative defenses. dee

|
Peaple v, Frazier, 128 Cal. App.4™ 807 (2005): People v. Neidinger, 127 Cal . App.4™ 1120 (20053).

In the instant case, assuming, arguendo, the validity of the Court’s tentative analysis, the

immunity issue should have been presented to the jury. The court could go 50 [ar as determining

Objections To Tentative Decision
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that defendant presented sufficient evidence so that there was lcgal basis for a jury trial on whethﬂr‘

defendant was entitled to imumunity. A jury instruction should have been drafted to tell the jury

that they should find defendant immune from liability if they find that de{endant (1) was acting in

good faith and (2) acted to restrict access to or availability of material that the provider or user‘

considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or olherwise

ohjectionable,

“[T]he improper denial of the right to jury is reversible error per sc.” Grafion Partners LP

v. Superior Court, 115 Cal.App.4™ 700, 705 (2004). This Caurt still hag the opportunity to avoid

being reversed for depriving Pallonium of its jury right.

B. As A Matter Of Law, Defendant Can Not Be Found To Have Acted In Good
Faith Because His Conduct Was Crimninal

A7 T18.C. § 230(2)A) requires that the proponent of the defense demonstrate that his

actions were in good faith. Obviously, criminal activity cannot be in “pood faith”. See Chavers 1.

Cratke Corp., 107 Cal App.4" 606, 612 (2003). There can be no finding of good faith in this case,

1. Defendant’s Criminal Acts Cannot Be Good Faijth
Defendant has testified 1o violating the terms of 18 U.S.C. & 1030(a)(5)(A). That statute

Imposes criminal penalties on anyone who:

(i) knowingly causes thc transmission of a program, information,
code, or command, and as a result of such conduct, intentionally
causes damage without authorization, to a protected computer;

(1) inientronally  accesses a  prolected  compuicr  without
authorization, and as a result of such conduct. recklessly causes |
damagc; or

(iif} intentionally accesses a protected computer without
authorization, and as a result of such conduct, causes dama grers and

Objections To Tentative Decision
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The code section continues to define “protected computer” to include any computer “which is usecl'

in interstate or foreign commerce or communication, including a computer located outside the

United States that is used in a manner that affects interstate or foreign commerce or mmmunicaticm‘

of the Umted States.” 18 U.S.C. § 1030(e)(2)(B).
|

The UCLA Journal of Law and Technology published an article on this statute. which
|

ronically was direcied to prevent DDOS attacks. A copy of the article is attached hereto. The

authors reframe the language of the statute to sct forth the [ollowing elements: l

TiﬂE.‘l IR UISC § 1030(5)(B) was essentially crafted to mimic
Section A of Title 18 U.8.C. § 1030(5). However, Section B requircs
a lower standard of knowledgc to invoke a violation. It states: |

"through means of a computer used in interstale commerce or
commumcation, knowingly causes the transmission of a program,
information, code, or command to a computer Or computcr system - |
(I) with reckless disrcgard of a substaniial and unjustifiable nsk thai
the transmissgion will -

(I) damage, or causc damage to, a computer, computer sysiem,
network, information, data or program; or |
(11} withhold or deny or cause the withhalding or denial of the uge of
4 computer, computer services, system, network, information, daia.
Of program. '

Defendant in this case was proud to have eriminally created a program and code that

dented use of computers, computer gystems and networks of third partics, including Pallcmum.l

Further, defendant admitted a criminal violation of this federal statute. Pallorium’s computer mail

. [ 4% Lk I : I
server was a “protected computer” because it was used to do intersiate and fore; gn commerce and

communications. Defendant violated each and every subsection quoted infra: |

. Dcfendant knowingly caused the transmission of an e-maji (information) Lo

test whether Pallorium lud an open scrver with the intent to biock e-mails (caustng damage) if

there was a positive response to the test. [violating (A)i)]

Objections To Tentative Decigion
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1 . Defendant intentionally accessed Pallorium’s e-mail server without
2 authorization and got a false positive responsc indicating it was an open server. He then recklessly
> caused damage by blocking c-mail without an effective way to rcmove the [P addresses from
! defendant’s black lists. [violating (A)(ii)] l
5

. . Defendant intentionally accessed Pallorium’s e-mail server and, as a result.
, received a [alse posilive response indicating it was an open server, which resulted in damage
& because Pallorium’s e-mail was blocked. [violating (A)iii)]

9 |
10 2. Immunizing Defendant’s Conduct Would Be Dangerous

' This Court’s tentative ruling immunizing defendant’s conduct (which obstructed legitimale
z third party e-mail and Internet usc based on his personal code of conduct) would create a horrible
;;1 expansion of existing prﬂﬂﬂdﬂﬂt; It should not be surprising that neither party has {ound any “on
P point” decisional authoritics, as the immunization of content-neutral communicatjons crbstructicmsl

16 1s well beyond the intent and language of the statute, This Court is saying that any person who has

17 an honest subjcctive belief that he is doing good is immune from conduct that obstructs Internet

18 . . _
communication from third parties. Examples of horrific applications abound, and the [ollowing arel
19
some of the more obvious illustrations:
)
” - Would this Court immunize the conduct of the Socicty for Historical Rf:viﬂwl
- (or some other Neo-Nazi organization) if it decided to block the e-mail of the Simon Wimenrhnll
” Center?
24 . Would this Court immunize the conduct of the North American Man-Boy]|
25 . a a v i g - .
Love Association (or some other pedophile society) if it decided to block the e-mail of the Nat onal
26
Center for Missing and Exploited Children? I
7
i

Objections To Tentative Decigion
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1 . Would this Court inmunize the conduct of Al Qaijda if it decided to block
2 the e-mail of the C.1.A.? |
3

These examples are extreme, but no more cxtreme than defendant’s conduct. In an ultimate

4

example of bad faith, when defendant decided to end is e-mail obstruction hobby, he publishedl
3
i code that blocked the world. When he did this, for some period of time, all e-mail that went
. through 15 major chients (such as Frodigy, Ameritech and SBC) would not be delivered to the
% Stmon Wiesenthal Center, the National Center for Missing and Cxploited Children, the C.1.LA., or
9 anyonc clse. The Communications Deccney Act was not degigned 1a apply to people intentionally
10 disrupting Internet use. Defendant’s conduct in this case had the same effect as the DDOS atiack
11 . . .

he complains about, and it was not privileged. l
12
. |
" 3. Defendant’s Conduct Was NOT In Good Faith
15 The definition of “good faith” commonly requires honesty in fact, as well as reasonable and
16 fair conduct. It is often interpreted based on an objective standard. See Brashers Cascade Aulo
17 Auciton v. Valley Auto Sales and Leasing, 119 Cal.App.4™ 1038 (2004): Bardis v. Oates. 119
18

Cal. App.4™ 1 (2004), In State Furm Mutual Ins, Co v. Superior Court, 114 Cal App.4™ 434, 453
19 _

(2003), the court explained: “The doctrine of good faith then requires thee party vested with
X
" contractual discretion lo exercise that discretion reasonahly and with proper motive, not arbitmrily,
- capriciously, Or 1n 2 manner inconsistent with the reasonable expectations of the parties.” [_'citatim|

omitted.] A Kcy element is “honesty of purpose.” Id. at 450.
24 This Court seems to be treating defendant as some Intemet Robin Hood who pmtccl;ﬂdl
25 .

innocent users irom the bane of SPAM. In fact, defendant has a history of institutionalization for
26 . . .

mental illness, domestic abuse problems, a criminal assault on a law enforcement officer, and
- |
. substance abuse. He was a substance abuscr when he published is blacklists and, most likely, did

Objecuons To Tentative Decision
.
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“interactive computer service”. 47 U.8.C. § 230(f)(2) defincs that term as follows:
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not approprately respond to complaints because he was impaired. The “cleaned up” witness at

trial was not true picture of the person who intentionally attempted blocked e-mail worldwide.

Deiendant certainly did not conduct himself in good faith with respect to Pallorium. All he

had to do was shut off his system or remove Pallorium from his list, and the problems would have

been mitigated to a trivial level. To do so, he would have had to travel back to Califomia Mrom

Memphis to get into his system. This would have been prudent and in good laith, independent of

Fallonum’s problems, because all of defendant’s safcguards had been disalled by a DDOS auack.

Defendant could not be bothered to return to Califarnia to fix or shut down his system. Instcad, |'I'E|

said he fretied unproductively in Memphis.

Pallonum was improperly listed, and that listing obstructed considerable lcgitimate

business. Mr. Rambam used every fail safe on defendant’s system. He used the internal cﬁmplaintl

method. He sent c-mails. Hc sent telefaxes. He called defendant. Defendant’s response was to do

nothing to help or remove Pallorium from his blacklist. Instead, defendant said “fuck-you”, hung

up on Mr. Rambam and did nothing to solve the problem. This was no uncommon, as defendant]

had incorrectly listed many others and had refused to cotrect the hsting when alerted of his
|

rmistakes. Thosc were mot the acts of a man conducting himsel! in good faith. That was not the

conduct of a man deserving of faderal immunity for “good faith” conduct.
Finally, it is worthy of repcating that at the cnd of his “hobby™ defendant decided to block
the world rather than simply tuming off his compulcr. He i1s a bad man who did bad things and

should not be protected by a statute that has a good faith standard.

C. Defendant Does Not Qualify For Protection |

The 47 U.S.C. § 230(2)(A) and (B) immunity only apply to a provider or user of an|

Objections To Tentative Decision )
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1 The term ‘interactive computer service” means any information

service, system, or access software provider that provides or enables |
Z computer access by multiple users to a computer server, including
- specifically a service or system that provides access to the Internet

and such systems operated or services offered by libraries or |
4 educational institutions.

5 Defendant clearly and obviously does not satisf Y most of the standards sct forth in the statutc.

G Defendant testified that he did two things relevant to this action. First, defendant created an
: e-mail program that sent e-mails to other servers, attcmpted to hijack them to see if they are open,
. and reported the results in the form of a list of open servers. Second, defendant posted the list and
" amended list on his web page for the world 1o freely see and use. If these cvenis qualify l':::-rl
1 immunity, then cvery uscr of the Internet would qualify for the immunity. Any definition that/

12 would include defendant would not merely be liberal and broad; it would be unlimited.
I

13 Batzel v. Smith, 333 F.3d 1018 (9% Cir. 2003), cited by defendant with approval, is
14 : a - - . -
Instructive on the point. The majority opinion made it clear that congress 1ntended the immunity to]
15 o
apply to specified, somewhat narrow, services and users of those SCIVICes: |
16
. quplying a "provider or user of an interactive computer service"
With Immunity in such circumstances is not consistent with |
13 Congress's expressly stated purposes in adopting § 230. Free speech
ane t!flﬂ development of the Inteinet are not "promote[d]” by
1o affording immunity when providers and uscrs of "interactive |
computer service[g]" knew or had reason to know that thc
20 information provided was not intended for publication on the
N . [nternet. Quite the contrary: Uscrs of the Internet arc likely to be
. d1scc?uraged from sending e-mails for fear that their e-mails may be
- published on the web without their permission.
"3 uch & scenario is very different from the bulletin boards that

25 . a ]
Id. at 1033-34. (Emphasis supplied). The partially concurring and disscating opinion provides

20 "
additional helpful analysis:
77 |
28
CObjections 'L'o l'entative Decision |
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My interpretation of § 230 is consistent with the CDA's legislative
history. Congress understoxxd  that  entities  that  facilitate
communication on the Internet--particularly entities that operate e-
mail networks, "chat rooms,” "bulletin boards," and "listservs® --have
special needs. The amount of information communicated through
such services is staggering. Millions of communications are sent
daily. It would be impossible to screen all such communications for
libelous or offensive content.

Id. at 1039. Footnote 15 summarizes relevant authonties, as follows:

Other courts construing § 230(f)(2) have recognized that the |
a_de.l'"initir.}n includes a wide range of cyberspace services, not only
iniernet service providers. See, e.g., Gentry v. eBay, Inc., 99
Cal.App.4th 816, 831 & n. 7, 121 Cal.Rptr.2d 703 (2002) (on-line '
auction website is an "interactive computer service"): Schneider v,
Amazon.com, 108 Wash. App. 454, 31 P.2d 37. 40-4] (2001) (on-line

bookstore Amazon.com is an "interactive compuler service"): Barrert |
v. Clark, 2001 WL 881259 at *0O (Cal.5op.Ct.2001) (ncwsgroup
considered an "intcractive computer service"): see alse Ben Ezra, |
206 F.3d at 985 (parties conceded that AOL was an interactive
computer service when il published an on-line stock quaotation

service), Zeran, 129 F.3d at 330 (AQL assumed to be intcractive |
computer service when it operated bulletin board scrvice [ur
subscribers); Blumenthal, 992 F.Supp. at 49-50 (partics conceded that |
AOL was an "interactive computer gservice" even when it functioned
as the publisher of an on-line gossip column).

N | | I
None ol the authorities cited to this Court, or found by plaintiff, has applied immunity to some

deranged misanthiope sending e-mails and publishing hsts of IP addresses from his home
computer,

This court errs when concluding that defendant was a provider of an “intcractive computer
service”™, He had home computers, and there was no testimony that he provided them for use by|
anyonc else in the relevant time frame. Rather, he provided lists of IP addresses to anyonc who
|

connected to his web page. The third parties would then take the lists and use them indcpendent of

defendant. At most, defendant provided information for use by others, not an information scrvice]

that enabled access to a computer server.

m% _____ ) reremm——n |
Objections To Tentative Decision “
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1 . Defendant’s Block Lists Are Not Content Based, So He Cannot Claim
, Immunity Porsuant To 47 U.8.C, & 230(c)(2) j
X Section (2) only applics to material that the “user considers to be obscene, lewd, lascivious,
4 [ilthy, excessively violent, harassing, or othcrwise objectionable.” Defendant does not block e-l
5 matl on the basis of content. He does not block because he considers the content of e-mails to hﬂl
6 “be obscenc, lewd, lascivious, Nithy, excessively violent, harassing, or otherwise objcctionable.”
! He blocks based on the configuration of an e-mail scrver, which docs not qualify for protection.

R

. This Court crrs when it expands the Immunily to content-neutral communications. This
o Court’s application of the statutc fails to give meaning to the word “material”. The malerial must
N “be obscene, lewd, lascivious, filthy, excessively violent, harassing, or otherwise c:-hjf:c:ticmablﬂ.“l
12 That means conitent ~ not sunply (he fact that the e-mails werc unsalicited or, in this case, werel
13 transmitted through an open ¢-mail server, It iz not the “material™ that Jared found offcnsive orl

14 S - -
objectionable, and he did not filter based on material he helieved to “be obscene, lewd, lascivious

filthy, excessively violent, harassing, or otherwise objectionable.”  Accordingly, defendant’s

16

. content neutral hiltering does not fit within the statutory language.

18 |

19 E. Defendant’s Block Lists Are Not Immune Pursuant To 47 US.C. § 230(c)(3)

20 Section (3) also fails based on the word “material”. Even if we assumc the validity of the

21 -~ " v ; . ;
Court’s analysis, defendant did not provide the “technical mecans to restrict access 10 material.™ At
most, defendant provided the technical means to restrict access to [P addresses, no matter what

matenal was being communicated.

Dated: July 25, 2005 Law Office of Gar'y Kurtg, A P17 C.

_
Ao 7

Gary Kuriz Hsq.. Aftomeys for Plainift
Pallonum, e
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3
& i030. Fraud sed redated activity in consection with LA e e

United Siates Statotes

Title 18. Crimes and Criminal Prucednrﬂ
Part 1. CRIMES

Chapter 47, FRAUD AND FALSE STATEMENTS

Current through fanunry 6 2003

% 1030. Frand and related actlvity in connection with computers
(8) Whoever-

(1) hﬂvu'!g knowingly acceseed 2 computer without authonization or exceeding authorized access, and by means of such conduct havine obtained
lnfmmatl_nn th'e.lt has been determined by the United States Government pursuant to an Executive order or statute to require protection Egainst
uqaulhar_:_zed dIEEIF!EIJTE: for reasons of nationa] _df:f'cnse or ﬂ::r:_:i gn relations, or any restricted data, as defined in paragraph v. of section 11 o the
Atomic Energy Act of 1254, with reason to believe that such information so obtained could be used to the tnjury of the United States, of to th
gdvantage of any ['t::l"engn nation }:uillf'ully communicates, delivers, transmits, or causes to be communicated, delivered, or transmitted ‘nr Hﬁﬂmﬂ 5
O mmmumc_atﬂ, deliver, trangm!t Or cause 1o be communicated, delivered, or transmitted the same 1o any person not entitled o reﬂc{vn tt i
WIITUITY retains the same and fails to deliver it to the officer or employee of the United States entitled to receive it A

(2) intentionally accesses a computer withput authorization or exceeds authorized accesa and thereby obtains-

_(A) :F:‘mrmatinn contained in 3 financial record of a financial institution, or of a card issuer as defined in section 16072 {n) of title 15, or contained
in a file of a consumer reporting agency on a conanmer, as such terms are defined in the Fair Credit Reporting At (15 U 5.C, IﬁEIFEl 5E(.);

(B} information from any department or ageney of the United States; or
1) information from any protected computer if the conduct involved an interstate of foreign communication:

13) Intﬁnhu?a&:y, without authonization to ACCess any nonpublic computer of a department or ageney of the Urited Stawes, accesses such a
-omplter of that department or ageney that is exclusively for the use of the Government of the United States or, in the case of a computer not

xelusively for such use, is used by or fo - |
it Stﬂ};es.‘ y 3 thﬂ Gﬂi’ﬂﬂimﬂnt ﬂf thE Uﬂl tﬂd Slﬂlﬂﬁ H]-ld 5“":1] Eﬂﬂdulﬂ[ Hffﬂ::ts [1‘]3[ Lise by or rﬂr ':hE Gﬂvﬂmmﬂn[ mr lhE

14) !]:m“;ng[y and with iqtenl to defraud, accesses a protecied computer without authotization, or exceeds authorized access, and by means of
uchn conduet furthers the intended mmud and obtains anything of vaiue, unlcss the object of the fraud and the thing obtained consists only of the
ise of the computer and the value of such use is not more than $5,000 in any |-year penod; I

5)
A)

i) knowingly causes the transmission of a program, | '
| | : : . Information, code, or command, and as a result of such cond ' '
amage without authorization, to a protected cormputer; | r vt nfentionally cavscs

ii) intentionally accesses a protected computer without authorization, and as a result of such conduct, recklessly causes damage; or
i) intentionally accesses a protected eomputer without authorzation, and as a result of such conduct, canses damagc; and

3) by conduct ' ' 1), (ii i
aw.)re E.a vy described in clause (i), (ii), or (iii) of subparagraph (A). caused (or. in the ease of an attempted oflense, would, if completed,

} 1085 to 1 of more persons during any 1-vesr penod (and. for pirposes of an investipation, prosecution, or other proceeding brought by Lhe

nited States only, loss resull; f |
Jue: Y ing from a related course of conduct af fecting 1 or more other protectad computers) aggregating at least $5,000 1n

1) the modification or impairment, or potential modificati ImDai : o |
L . 10N Of impairment, of t a7 weie e
ore individuals; & he medical examination, diagnosis, treatment, or care of 1 or

i) physical injury to any person;
v) a threat to public health or ealety; or

) damage affecting a computer systetn used by or for a govemment entity in furtherance of the administration of justice, national defense, or
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national security;

(6) knowingly and with intent to defraud teaffice (as defined in section 1020) in an v : _
: . = Y password o stilae information throu :
may be accessed without authorization, if- gh which a computer

(A) such trafficking affects interstate or foreign commerce:; or

(B} such computer is used by or for the Government of the United States; (1]

(7) with intent to extort from any person any rmone | its in i -
o Y Or other thi Nng of VE.II.IE, transmits 10 interstate or forei en COMMITICTCE aNY Com e bl
contaimng any threat to cause damage (o a protected computer: E Y munication

shall be punished as provided in subsection (c) of this section.

(b} Whoever attempts to commit an offense under subsection (a) of thiz zection shall be punished as provided in subsection (¢) of this scetion

(¢) The purnshment for an offense under subsection (2) or {b} of this section is-

(1)

E&)I fhfilfi:lﬁ?l:j:}fzﬂ ti t}te or 1mpri§n1}mc?t for nt:;t tnore than ten years, or both, in the case of an offense under subsection (a)(1) of this section
; ur aricr a convicteon ror another offense under this section, or an atternpt to cammit a ) . il
stibparagraph; and P n offense punishable under this

EE?l_a ﬁ"ﬂhl:lglfﬂr this title or Imprsonment for not more than twenty years, or both, in the ease of an offense under subsection (a)(1) of this
section which occurs after a convietion for another offense under this section, o an atiernpl to commit an offense punishable under this

subparagraph; |
(2)

(A{)j cxcept aslpmvidecl In subparagf_aph (E.) a fine under this title or imprisonment for not more than one ycar, or both, in the case of an offense
under subsection (a)(2). (a}(3), (a)(S)(A)ii), ur (a)(6) of this section which does nol occur after a conviction for another offense under this

section, or an attempt to commit an offense punishable under this subparagraph;

(B & fine under this title v imprisonment for not more than 5 Years, or both, | '
_ | . . 10 the case of an offens :
cormmit an offense punishable under this subparagraph, if - & under subsection (a)(2), or an attermnpt to

() the offense was commitied tor purposes of commercig! advantage or private financial gain;

Es il-l;él?ﬂufn ense was committed 1n furtherance of any eriminal or tortious act in violation of the Constitifion or laws of tha United States or of any

1ii) the value of the information obtained exceeds $5.000: and

:‘,r?zhz_l fine tL.der thm Litle or 1rnpr1snnmerlnt .fu:nr not more than ten years, or both, in the case of an ofTense undor subsection (a)}(2), (a)(3) or (a)(&)
15 section which ocenrs after a conviction for another offense under thig eection, or an atiempt to commit an of fense punishable under this

ubparagraph,
3)

jgtii : rfh?éfﬁﬁz ;:.tliﬂr lmﬁnscrnmenjt [ or n?t tore than five years, or both, in the case of an offense under subscction (a)() or {a)(7) of this
| - oUr atier a convichon tor another offense under this section, or 2 ' | Anae ' o
ubparagraph: and : 0 atempt 1 commit an offense punishable under this

Iit: ;;;EGFT;*M thi:! title E_r ir::-upr-isa:rnrnr:nt for not rmwre than ten years, or both, in the case of an offense under subsection (a)(4), (a)(IAXiii)
| 13 Secton wiich occurs alter a conviction for another offense under this sectio ' . nish: ,
der this subparaetanh. : N, or an atternpt to commit an offense punishable

)

A) except as provided L o agraph (59, a fine under this hitje imprisonment for :
: : " - ' - not more than 10 years, or both, in the case of Hae
ibsection (a)(F}AXi), or an attempt to commit an offense pumshable under that subsection: ’ of an offense under

¥y a hine under s e, imprisonment for not more than 5 yea I .
‘ _ 15, Of both, in the case of an offense under subsection (a5 A
» comtnit an offense punishable under that subsection: (@)(3)ANI), or an attempt

I:l'i E:;m:_upt Hy p;nvidf:-d in paragraph (3), a fine under this title, imprisonment for not more than 20 years, or both, tn the case of an offense under
ction (2)(3)(AXNI) or (a)(S)A)i), of an attempt to commit an offense punishable under either subsection, that occurs after 2 conviction for
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ANOINET orrense under this section; and
(5)

{A)1f the offender knowingly or recklessly causcs or ' T
. N _ attempls to cause serious bodily in N vialah - .
a ftne under this title or imprisonment for not more than 20 years, or both: and y imjury from conduet in violation of subsection (a)(S)(A (i),

(B) 1f the offender knowingly or reckless]
. . ) Y causes or attempts 10 caur Vi : T : .
this title or imprisonment fof any term of Sears o far (i ﬂp; 10 se death from conduct in violation of subsection (a)(5)A)D). a fino under

(d)

(1) The United States Secret Service shall, in addit; - -
this section. ' dition to any other ageney having such autharity, have the authority to investigate offenses under

2 - rea et : : . .
1(-35;, EE ;EC:_EHII" aeli:]ucnui EEI; iIthZTIS'“gatm“‘ s?al ' have primary authority 1o investigate offenses under subsection (2)}(1) for any cases involving
S AHEENCC, InTormation protected against unauthonzed disclosure o { nati e :
or Restricted Data (as that term is defined In section 11 ) : rreasons of national defense or T oreign relations,
i _ y of the Atomic Energy Act of 1954 (4 . , .
the duties of the United States Secret Service pursuant to section 3056 (a) ﬂf‘gl'iis title. (42 U.S.CC. 2014 (y)), except for offenses affecting

(¥} Buch authority shall be exercised in accordance wit : _
Attorney General. ith an agreement which shall be cntered into by the Secretary of the Treasury and the

(&) As used in thig section-

" n - . .
Eﬁ’t;ﬁﬂi?gmnrﬁsgggzﬁ unrgﬁgl;lli p glf;ﬂtiiﬂlgllc* maggﬂm' optica., clectrachemical, or other high speed data processing device perl orming logical
- P MR s Akl Includes any gata storage facility or communications facility direct] o - .
with such devi : . y directly related to or operating in conjunction

1Ice, but such term does not include an automated lypewriler or lypesetter, a portable hand held calcy] ator, or oth EE:, simil d‘J]_ device:

(2} the term "protected computer” means a computer -

‘A) exclusive ial Tnstieut -
A) SWEI}’ for the use of a [inancial institution or the Limted States Govermnment, or, in the ase of a computer not exclusively for such use

1sed by or for a financial institution or the United Stat :
] S 28 Government and the ¢ - ' S
inancial institution or the Government: or conduct constituting the offense affects that use by or [or the

B} which is used in interstate or forei COMMmEerce ot atiom ;
18N erce or commumcation, including a computer located outsi . | : .

. - . ' side the United State -
nanner that affects interstate or foreign commerce or communication of the Umited States; Ptates that is used in a

3} the term "State” includes the District of Columbia o T

1) the term "financial institution" meats-

A) an matitution, with deposils insured by the Federal Lxzposil Insurance Corporation:

B) the Federal Reserve or a member of the Federal Rescrve including any Federal Reserve Bank:

=) a credit union with accounts insured by the National Credit Union Administration;

2} a member of the Federal home loan bank system and any home loan bank;

L) any tnstitution of the Farm Credit aystem under the Farm Credit Act of 1971

") a broker-dealer registered with the Sceurities and Exchange Commission pursuant to section 15 of the Sccurities Exchange Act of 1934
#) the Securldes Investor Frotection Corporation, h

[} a branch or agency of a forei . - _
78): and goICY 1gn bank (as such temms are defined in paragraphs (1) and (3) of section 1(b) of the International Danking Act of

| ant orgamzation operating undar section 25 or section 25(a) 121 of the Tederal Reseive Act:

) the term "financial record” means information den o
enved from . S— - _ _
th the financial institition: any record held by a Minancial institution periaining 1o a customer's relationship

) the {erm "exceeds authorized " .
* S0 AeCEsRsT means o access a computer with authorizatio - -

L . . ‘ n and o use such access i3 G

L comnputer that the accesser iz not entitled 30 to obtain or alig; , 5 10 oblam or alter information In



A7/29/2885 B9:87 7142422155 MURFI= LAkl FIEM PAGE 16/ 24

(7) the tesmn "department of the United States” means the legislative or judici M
ﬂ _ ) cial branch of the G ¢ ; .
énumerated in section 101 of tte 5: E 1 overnment or one of the executive departments

(8) the term "damage” means any impairment to the integrity or availability of data, a program, a system, or information:

n - 1
:29) llhe term "government entity” m:‘:Iu::las thﬂlt“_iﬂv?mmcnt of the United States, any State or political subdivision of the United States an
Greign country, and any stale, province, municipality, or other political subdivision of a foreign country: o

(l") 'h'E" torT "E":'I'.IViﬂtiﬂﬂH Ehﬂ” includm a ﬂﬂnviﬂtiﬂﬂ uncle : i
i e law of any Swuate for a crime punishahle by impri

P PRI , ) . nsonment {or mo .

element of which is unauthorized access, or exceeding authonized aceess, to a computer: y ump re than [ year, an

" T . . . ' I
.(l :_]J the tt::lrm loss" means My redsonable ﬂ_'ﬂﬂl W0 any vichim, including the cost of responding to an offense, conducting a damage assessment
;:n Hrl:!ﬂtﬂl‘lr:lg the dats, program, system, or !nﬁ:nnhatmn to 1ts condition prior to the of fense, and any revenue lost, cost incurred. of ﬂ-l‘hEI: '
consequential damages incurred because of interruption of service: and |

(12) the term "person” means any individual, firm - a L o
: ; . COorporation, educations) nstitubi - AT :
other entity. ' on, financial institution, governmental cntity, or legal or

{ l;} _I th[ 8 section does not pmhill::i.t any lamrf l:l] II}’ authorized investigative, protective, or intellipence activity of a law enforcement agency of the
mted Statcs, a State, or 2 political subdivizgion of a State, or of an intellipence ageney of the United States. | |

(8) Any person who suffers damage or loss by reason of a violation of this section may maintain a civil action against the violator to obiaj
Eﬂﬂ:ﬁpﬂﬂﬂfﬂtﬂrv d-EI.ITIEgEE and injunctive I'F!h'tf'.f or other equitable relief, A civil action {or a violatiou of thiy section m;:';yl be hrﬂugﬁl ﬂn[}’ I]-H:II'I-IE
c::ﬂ-ndm:t Lﬁvnlyﬂﬂ 1_ of the I'a::_tﬂrs sel forth in r.:lau_se.{i), (i), (iii). (iv), or (v) of subsection (a)(3)(B). Damages for a violation involving only
mr.' uclt cscnhed‘m_ subzection (a)(5)(R)(i) are limited to economic damages. No action may be brought under this subsection unless such
ACHON 13 begun within 2 years of the date of the act complained of or the date of the discovery of the damage. No a::[iﬂnlrnﬁ be hriﬁﬂ T'tltmu de
this subsection for the negligent design or manufacture of computer hardware, computer software, or firmware 7 % DTOUETL tinder

(]h} The Attorney General and the: SEEI'EEEII'Y of the Lreasury shall report to the Congress annually, during the first 3 years [ollowing the date of
the enactment of this subsection, concerning mvestigations and prosecutions under subsection (a}(5), |

1] So i original, Probably shoutd be foltowed by "or".

2] See Refercness in Text note below.
g 1{k

T

,rﬁigf.qﬁ;bq,g i. fi#;i T}‘i} ;I. § H{f(jﬁ;ﬂ;;- 12, I}iﬂ#ﬁ OF Seat, 21900 amanded Pub. I. QR-474, & 2, Ot 16, 1986, 100 Stat. T213; Pub. . 100-690, ttie VI § 7068
TR 1088 3 ; Pulb, I, =7, wtle IX, § SG2rai'®), Aug, ¥, I98Y, 13 Sl S12: Fub, L. 107.647. tidle XTI § 1205 =), vl sl titte X P

g , ' - - dide XXV, § 259705), title XXXV

333, Nev, 29, 1290, 104 Star. 4831, 4510, 4925; Pub. [, 103-322, title XXX & 290008 ¢B)-(), Sept. 13, 1994, 108 Ntat. J0R7-2005: Puly, I, 104.294, ﬁ:}L I, 8§ 204 y

‘He VI § 604 . . :
3 div. B, v, §5 (BXN1), (12}, #OO5 (ul(3), (dN3), Nov. 2, 2002, 110 Stat, 1507, 18R, 1813, {813, Fub, L. 107-206, tilc I, § 225(r), Nov, 25 2002 ”,:; St

158.)
‘terences in Texx
ection 11 of the Atomic Energy Act of 1954, referred 1o in subsec. (a)1), is classified to section 2014 of Tite 42, The Fublie Health and Welfare.

he ;m; Credit {i’epﬂrﬁng Act, referred to in m&.r.-;c. (aX2XA), is tide VI of Pub. [ %0-321. ar added by Pub, L. 91-508, tde VI, § 601, Oct. 26, 1970, 84 Siat. 1127, as
mended, which :.::_ classifipd generailly 1o subchapter [T (§ 1681 et scq.) of chapter 41 of Title 15, Commerce and Trade. For camplate classification fy‘: s A !- . ;h,;
wide, see Short Title note et owt under section 160] of Title 15 and Tables. xifir ¢ A

e i
;:.] jlF Tm E';'ﬂdh;_ .:I;‘I ?_2 fiﬂ. referred to in subsec, (e4XE), is Pub. [, 22-181. Dec. 10, 1971, 85 Stat. 583, ag amended. which is classificd generally o chapter 23 (§
f seq.) of Title 12, Ranks and Bamkdpp, For complete classification of thix Act to the Code, see Short Tie nete set out wnder wrrtion 2001 of Titde 12 and Tafles,

rifen 15 of the Securitier Exchange Act of 1934, referred to in subsee, (e(4KF), is classifizd to section 780 of Title 15, Commerce and Trads.
ction Ifh) of the Internatiomal Rapking Act of 1078, raferrad to in swborec, (ejEH), i vhassified ro section $100 of Litde 12, Banks and Banking.

iiff; u:n'i ffﬂffifi:i fﬁﬁdru; r'lt,:, ;;_f:rmffl? ﬂ:j fibm& (eX4NHL), & classified o subchapter 1 (§ 601 et seq.) of chapter 6 of Tile 12, Secton 25(a} of the Federal
: . ; subchapte -
. 19, 1991 105 Stat 2787 rif 65 611 et seq.) of rhapter & of Title 12, was remenbered xoction 257 uf that gor fry Fub, [ 102-242, Klie 1§ 1420eK2).

o d , . .
¢ date of the enactneni aof this subsection, referred to in subser. (h), is the date of enactment of Pub. 1. 103.322, which was approved Sept. 13, 1RRd,
nemdmenis

(2-Suhsre (aNSNR). Pub. L. 107 373, § FO0SCal 3}, realiyned margins.

Bseg, (eHZNB). Fub, L. 107-273, § 4002¢bX 1), realigned margins.
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Subsce. (cMINBXHi). Pub, L. 107.273, § 4002(BX12KA), inserted "and” at end.

Subseo, (eX3NB)Y, Pub, L. 107-273. § 4MOS(dY2). Incarted somme aftar “fa)(4)".
Subsec. {eM£)A), (C). Pub, L. 107-29¢6. § 22 gNR), insericd "except as provided in paragraph (5)," before "a fing under this tile".
Subsec. (CN). Pub. L. 107-296, § 225¢g)1). (3), (4), added par. (5),

Subsec, {eX4XD). Pub, L. 107.273, & 4002(b)( 1ZKRB). substitfed semicolon for period at and,

2001 -Subsee. (a(SKA). Pub. L. 107-56, § 81 Hakl)-(3), designated zxisting provisions as ol (c). redesigriated subpars, (B) and () ay clx. (i) and (iti), respectivaly, of
sibpar. (A}, and inserted "and" at and of ef. (ifi). '

Subsec, (aN5XB). Pub. L. 107-56, § B14(ai4), added fubpar, (B). Formsr subpar. (B) redesignated ¢l. (4) of subpar. (A),
Stubsec. (afSKC) Pub. L. 107-56, § 814faxz}). redesiponated wihpar, (C) ax ol (i) of subpar, (A4),

Sibsec. (af7). Pub, L. 107.56, 8§ 814(b), struck sut ", firm, &ssociation, educational Institution financial instinetion, povernment ertity, or other legal eniity, befare
“any money or other thing of valu=".

Subsec. (eNZXAL Pub. 1. 107-58. § B14(cKIXA). inseried "cxcept af provided in subparagraph (B)," before "a fine”, substiteted “(alSNANHD" for "(aNSNC)™. and
strveck o "and® ai end,

Nubsec. (e)(2KB). Pub. L. 107-56. § 81#iex! KB), inserted "or an attempr to commit gn affense punishable under this sihparagraph,. ™ after "subscetion {aX2)." in
tniraduciory provisions,

Subsec. (e)(2NC). Pub, [.. 107-565, § Blde X1 XC), struck our "and"™ at end.

Subsar. ()3} Pub. L. 107-58 5 BI4(cH2), struck owt ™. (g 5KA), (A SHR)." aqfter "subzection (a)(4)" in suebpary, (A) and ¢ B} und xidwyittuied “rax AN

. 'ﬁ:r
Wa)}aKC)" in mebpar, (B).

Subsec. (e)4). Fub. I. 107-56, § B14(ch3). added pr. ().

Subsee, (d). Pub, L. 107-56, § 506¢a)., amended subsec (d) generally. Prior to amendment, subsec, (d) read as follows: "The [nited States Sectres Servies shall in

addition to any other agency having such authority, have the authority fo investipate offenses wnder mbsactions (aN2XAL (aX2HB). (a¥3). add), (a)(5), ond (ak(e) of
#his svctiun, Such aurhartly of the LRiigd States Secret Service shall be exercised in aocordance with an agreement which shall be cniered intp by the Secretary of the
Treasury and the Attorney General.”

Srebsae, (o)(2NE), Pub, I. 10756, § 81#dN1), inscried *, including a computer located owlside the Unfted Sratex thar iy wved in nignner that dffecEs intorsiale or
forcign cotmerce or communication of the United Sigtes® before senicolon.

\ubsne. (eX7) Pub, L. 10756, § 81403402}, mrweck o "and” i ered.

Sbsee, (eM8), Pub, L. 107.56, § 814(dK ), added par. (8) and siruck out former par. (8) which read ar Jollows: "the term 'damage' means any impairment o the
niegrity or availabillty of dala. a propram. o xyetem_ ar information, that

1A) causes loss agprepating at lzast 35,000 in valuye dwring any I.vear period to one or mors individuols:

(i3) modifis of impairs, or potentially modifies or impalrs, the medical examination, diagnosis, ireatment, or care of one or more individuais:
(C°} canses physical injury to any person; or

{02) threatens public health or safety; and”.

whsee. (e)10) to {12). Pub, L. 107-56. § 814rdird). (5). added pars (1Q) ro {12).

rbsec, (g), Pub. 1. 107-56. § 814(¢), substituted "A ciwil action for a vielatlon of this section may be brought only if the conduct involves | af the factors set forth in
fause (i), (i), (iii). (v}, or (v) of subsaction (a)(3XE). Damages for a vielation invelvitig only condust deeerihed |n stibsectinn {ANSKBNE) are milcd b economiv
amages.” for "Damages for violations Involving damage as defined in subsection (eNBEXA) are limited to geonomic damages.” and inserted at cnd "Ne action may D
reught undzr this subsection Jor the nsgligent design or mamgdaciure of computer hardware. compuler software, or firmware."

FR0-dubsec. (api). fub. L. 104-294, § 2010 1XA), mbstituted "having knowingly accessed” for "kmowingly accesves”, "excecding awthorized access” for "exceeds

uthorized access”, "such conduct having obtained information” for "such conduct oblains information”, and "could be used to the infury of the United States” for tis to
¢ used to the infury of the United States™, siruck ot "the intent or" before "reason ip believe®, and Inserted befare semicnlon ar end "willhully communioater, deliver.s,
ARIULL, OF ciuscs o be communicated, delivered, or transmitted, oy alempls o communicate, delivay, transmit oF cose o be communicated, delivered, or transmitcd
c fame o any person aot eatiled 1o receive it, or willfully retaing the same and fails 1o deliver i to the officer or emplayee of the United States entitled 1o recoive it

whaae. (aph Fads. L, JO4-Z94, § 2000INE), insetied daxh after “thereby oblains”, redecignated remainder of par. (2) as Subpar. (A), and added subpars. (B) and (C).

thsec, (aX3). Pub, L. 104-294, § 200rI1XC), scrted "norpulfic” before “computer of a department or agency”, striuck out “adversely” after “and such conduet®, and
rstibited “that wee By or for the Govoramert of the United States® for Tthe use of the Government's operation of such rompeter ™,

thsee, (ali4). Pub. L. 104-294, § 200710 D0), substinged "protected computer”™ for *Federal interest computer” and insertsd “and the valwe of such wse Is wot more than
VOGO in any 1-year period” before semicolon at end.

e, (aX3) Pub. L, 104-294, 8 20/(I1NE), incoried par. (5} and struck ot former par. (3} which related 1o fraud in connection with COMAUIETS i Canging
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fransmisseon o . .
a kgn of pragram, tformation, code, or command & a compuier or compuler systemt in inlerslate or forsign commerce which damages such system, program

mfdrmaton, or code, or cauwses a withhalding or dental of wse af Aardwars or softwar, nsmits i ] 06N,
O 4 : £, Or it virises which conses damage In exeesy of 81,000 '
one-year period, or modifies or impairs medical sramingiion, dingnneds, tregtment or care of individeals, s /3. or more diring y

subsec, (ANSNBXUNHXbD), Pub, L. 104-204 § OO4BY3GNA), which directed insertipn af "or”
u ' : af end of smbsee., could -
(N SKBXINITKBE) cxisied subrsegreni to mrcndment &y Pub, L 104294, § 200(IXE). Sce above. d ’ nok be exceutat because no subsec,

Subsce. (af7), Pub. L. 104-204, § 2011 F). added par. (7).

Nuherr (c)1). Prb. J_ 104 304, § 2OI2HA), adistituicd “wnder this sochon” Jor “under such subsection” in subpars, (A) and (B).

sbsec. (e)IXE) Pub L, 104-204 § COd(bXIGNR), struck out “and" after semicolon ar end.

Seehsee, (eX2XA). Pub, L. 104.294, § 201(ZNBXi). inserted ™, (ak5X CL" after “(aX3)" and substitiicd “under this section” Jor "under such subsection”,
Suhsec. (eW2XB). Pub. L. 104-294, § 202N BXiE), added subpar, (8). Former subpar. (R) redesipnated (7).

Sebsec. (eN2ZKC), Pub, L 104.2%4, § 20] (ZXBYiv), mbstituted "uwnder thic section” Jor “under such subsecton™ and inserted "ond” af end.

Peb, L 104202 & 20NINBNI), redosignated sulpur. (B) as (C).

Subsec, (c)}3NA) Pub, [, 104-294 § 2012 : . _ .
cithresetion® ¥ LOI2NCNL), substinited “(ak4), (2N5KA), (a}5KE), or ral 72" for “falit4) or (aWSKA)" and “under thtt section” far “under surh

Subsec. (c)(INB). Fub. L. I04-204, § 201(2)0Cxi : n .
o bt § 201(Z)CHiE), substituted "(a)4), (a)}IXA), (X SKE), (@)} 5KC), or (@7)" for "(a)4) or (a)(5)" and “under this section” for “under

Subsec. (e)4). Pub. L. }04-294, § 201(2XD). strick out - g
. . par, (3) which read ot pllows: "a et :
rreLhe ﬁf HA ﬂ,ﬁ:“!m under subsection faNsyghr® ﬁ:l ﬁﬂ'ﬂ er this tide ar Wnﬁﬂﬂmﬂﬂ! fﬂr not more than | vear, or both, In Hye

Subwec, (d). Pub. {. 104-294, § 201(3), inserted "subsections (aX2)A), (al2i(B), tak3), taXd). (a){5), and (a)a) of before "this section® in first sentence.
Srebego, (al2). Pub. L. J05-294, ¥ 20074NA X1), subsamed "protecied” Jor "Federal intaresi® in ittroductory provisions.

Subsec. (eM2NA) Pub. 1. J04-24, § 2014 ANiD), substituted "that use by or .
£ ! F r :&E iﬂz . m [ - - '
aperatign of the Govermment's opwration of such somprdtor™, worfe financtal institution or the Government” for "the use of the finapcial invtiauion's

Subwec. (e)INB). Pub. L. 104-294, § 201(4XANIL), added subpar, (B) and '
) ' ' L : Fruck oud former subpar. (8) whick read ar follows: “which |
ised in committing the offense, not all af which are located in the tme Sterpe ", Jollows: "which is onc of two or more COMEILET S

Subrec, (e}8), (9). Pub, [. 104-29¢, § 20I(INB)-(D), added pars. (8) and (9),
Subsec. (g). Fub, L. 104-293, § SOMBNIONC), substituted "violation of this section” for “viclation of the section”.

Pub. L _rw-zw, 3 201(5), struck ord ™, other than a violakion of subsaction {a)5KB)," before "may maintain o civil aetion® and sbsiitited "imvalving damage ag
Tefined in mdbrection (e)}S)A)" for “wf uny subsecron other vhan subsection (ANINANUYITbE) or (aXShBIHNITNED)™.

Yubsec. (h), Pub, L. 104.294, § 604(b}36) D), substituted "sihsection (a}{3)" for “section 1030 (a)(5) of titde 18, United States Code” before period at gnd,

[ 994-Subser. (alf3). Pub. [. 103-322, § 200001()), inserted "adversely” before "affectr the use of the Government's®.

rdsen. (aXh), Pub, L. 103.322 ' § 290007 (), amended pPar. (5) generally. Prior o amendment nar (&) read as folloves: "iﬁlﬂnﬁﬂﬂﬂf{}' aoeearexy o Federal inferese

nmputer without authorization, and by means of one or more ingtances of such conduct aliers. damages, or destravs information In any such Federal interest computer

() cawses lass @ aric or more others of a value aggregating $1,000 or more during any one year perind; or

(B) maodifies or impairs, or potentally modifics or impairs, the medical examination, medical diagnoxis, maedicol treatment, or medical care of one or more individuals;

1l
whseg. (C)3NA) Pub, 1. 103-322, § Z80001(ck2), inserted "(A)" after "(ak5)".

ubser. (c)(4). Pub. 1. I03-322, § 200001(cK D), (3), (4), addsed par. (4).

whsee, (g). Fub. I JO3-322, § 200001(d), added subsec. (g

whzer. (). Fub. 1. J03.322. § 280 (e), added subsec. (k).

Y- Suchsec. (aN1), Pub. L. 101-847, § 3533, subwiluged paragrapf ¥° Jor ‘paragraph v

sbsec. (&)3) Pub. L. 101-647. § 1205c). insertpd "commonwaalth," before "potsession or terriory of the United States™.

theete, (el(4N ). Fub, L. 101_647 & 25977 : g _
th & Sermieadon § 25970 2), whick directed substitution of a semicolon for a period at end aof subpar. (G). could not be execnted becawse i ended

UINEC, (CHENH) (1) Fub. (. IQ]-647. § 2597(j), added subpars. (H) and ().
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{03 SUDSGE. (CXINA). Fub, L. 101-73, § 962aNSHA), substined "an instination,” for "a bank".

-

T288- i
88-Subsec. faX2). Pub. 1. 100-690 inserted o comma after “financial institution® and struck pw the comuma that followed a comma after “tide 15"

1986-Subsec. (a). Pub. [ PA-474, § 2(bX2), struck o last sentenes whick read s follows:;
of a person having accessed a computer With cuthorization and using the opportmily such a
writig of such opportunity conddee nnly of the e af the compnitor.

"It ir net an offense under paragraph () or (3) of this subsection in the cagr
ccess provides for purposes 10 which such aceess dpes noi extend, if the

Sabgee. (a)!). Pub. L. 99-474, § 2(c), substituted "or exceeds guthorired gocess” for "

] ar having accessed a compiele . .
Access provides for purposes o which sucrh mthortzation dess net extend®, & pacter with authorization, uses the opportunity meh

hl.;lrlf-b . ' Y - r L] "
w:'r;i uﬁf;ii n'!;ib ;;;.:,g F'E:;I 474, § 2a). {c), substitated “intentionally for "knowingly®, substituted “or exceeds authorized aeeess” far 7, or having aceesssd o te
’ £ opporienity such access provides for purpaser ta which such suthariration dacy At cader wd™, struck OUr “Gs Sk terme are defin mﬂr

Kight to Financial Privacy Act of 1978 (12 U.8.C 340! £t wea )" n o :
Tk 1 P p, ra L n " _ _
struck cut "or" appearing a1 end. q.)." after "financial institution.” inscried "or of a card lssuer as defined in section 1602 (n) of title 15." and

Maaleses I . d-o ] ?
n:ﬂ.:;; . i:;rg") ;;Tﬂuf-;i ﬁ;:,::;gi 28X 1), smended par, (3) ,gf!ﬂﬂraﬂjl- Prior ip enepdment, par, (3) read as Jollows: "knowingly accexses a compitler withoud
: g ace a comgrter with awthorization. wses the opportunity such access provides for purpeses 1o which such mushorization dees not extend

and by means of such conduct imowingly uses modifies, d .
. s destroys, or discloses ration in. . - .
for ar op behalf of the Government qf the United States and such conduc qﬁ‘i:;::;!ﬁ,:ugrh ﬂﬁrﬂﬁﬂf:‘- fn'w'nr;p airthorized uss of, wuwch corrypnl s, if sl COMPUIer is aperaled

Subsee, (a)4) to (G). Pub, I. M-474, & M), added pars. (4) to (6),
S b. ' n I7 - A - i

uoser, (b). Pub. L. 99474 § 2(e). struck out par. (1) designation and par. (2) which provided o PEnaily for persons conspiring to commit an offcnse wnder subsee, (a)
subsec. (e). Pub, L. 92474, § 2(¥9). substituied "(h)" for MBYI)T in imtroductory text.

LST b— " f -I"q. - a =T = n L " o

uirnes, (e ifA). Pub, L. 99 74§ .?{f)f- 1}, substitited "under thiz tile" for .:J_f nol more than the sreater ﬂf F10.000 ar twice the vitine obtained b;p the offense”
Subsec. I . f 7 3 "

oxeC. (cMINE). Fub, L. . 8 .?(ﬂf 2), sehstitted “under thix title Jer "of not more than the Rpregiey qf F130.000 or twice the vafue obtained by the offense”

Yubsec. {(cM2NA). Pub. L 99-474, § 2(fX3), (4), substituted " " for "
the -‘?f-t!l'l.!#" and lnsericd :.'_'_ﬁ:rgnag I3 ﬂiﬂﬂr fﬁﬂrﬁ}. wader shix il _fD’l" afrm: more than the Rreaicr 'F"f A5.000 or twire the vialue obigined sy loxe Sraated E‘-':r'

Subsec. ()2 B). Pub, . 90474 § 20(03), (5)-(7), mubstituted "und
| s : ’ . cr this ftle® for “of not mare than the preater of S10.000 ar twi '
W the offence™ "nat mere than” for "not than®, inscricd reference w subsee, (a)o), and substibeted - and "l?fﬂr the ;Eriﬂd" ot sfr; af r;f‘bﬁrw;;f Pplimedt or los created

subsee. (e)3). Pub. L. 99-474 5 20/ 8), added par. (3),

uhsec. (¢h, Pub. L. 99.474, § 2g), substinnted a dash for the comma after ' :
. . _ ' y r 'As wsed tn this section”, realioned remainin i - Medam o
the lerm”, mbstituted a semicolon for the period at the end, and added pars. (2) o (7) B tng poriion &f subsection, inserted “(1)" before

deavec. (f). Pub. L. 89474, § 2¢h), added wubgoe, (),

flective Date of 2002 Amendment

mendment by Pub, [, 107.2064 i : _
e ,ﬁ'gcﬁr iy effcciive 60 days after Nov, 25, 2002, see section of Pub, L. 107.208, set out ag an Effective Daite note under section 10) of Title 5,

ransfer of Funclions

::;- D;:n:ﬁ::ﬁ af;h:! funictions, personnel, assets. and oblipations af the Tinited States Secret Service, including the funciions of the Secreiary af e Treasury reltting
I:ﬂ £ I;na I E. fcc-re:ar;p of Homelant S:raur.try,l and for reatment of related references, gee secilons 381 . 357 (d), 552 (d), and 357 of Tit!;z 6, Domeste Security a'm:' the
partment of Homeland Security Reorganization Plap of Novembar 25, 2002, as modified, set owt ax a note under section 542 of Title 6 |

efaric Lo Congress

witom 2103 - o ¥ i
citon 2103 of Pub. [ 98-473 directed Atiorney General io report ig Congress annually, during first three years following Oer 12, 1984, concerning prosomeons undcr

i vererlivan.

retinn Referred (o in Other Seclions

s section iv referred to in sections GBI, 982, 1956, 2256, 23326, 2510, 2515, * -
i = ’ m i . . ..F::.'j, ' - N ' r - L -
lc 26 section 7431+ thle 3] sevtion 9703 J232 of thiz tle; title 6 section 145; tile 8 scction 1721 ; title 17 sectdon 120]
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Faderal and California Criminal Violations for Distributed Denial-of-Service Transmissions

By Jacob J. Carrall

Increasingly, a blunt weapon, known as 3 distributed denial-of sarvice (DDOS) attack, hax been utilized in dilempts
10 fiood targeted Internet root servers in order to shut down service. With the increased frequency of these attacks
this Note outlines the machaniems exereised in such attacks and focuses on federal and Catliforma criminal
violations far DDOS attacks.

Most recently, an Intemetlattack. targeted the domain name manager UltraDNS with a host of data, causing major

delays and dificulties for sarvere running the host .info and other domains.j UlkaDNS, a member of the |nternet

Society, serves as the primary domain name server (DNS) provider for the _org and .info domain names. Ben Patro
CEO of UltraDMNE, stated that the assault sent approximately two million requests per second to each device, "This

is the largest attack that we've seen,” Petro said.z

The attack came one month after an identical attack was aimed at similar DNS root servers that many security
experts considerad the largest and most sophisticated attavk ever. The attack used a distributed approach in
attacking all of the world's thirteen root servers.z The root servers, ten of which are located in the United States.
Serve as a masler directory for the Internet. fhe DNS system, which converts complex Internet protocol addressing
codes into the words and names that form email and Web addresses, relies on the thirteen root servers to tell
compuiers around the world how to reach key Internet domains.4 At the top of the root server hierarchy is the "A"
root server that generates a critical file every twelve hours telling the other twelve servers what Intemet domains
exist and where they can be found.5 The DNS is buiit so that eight or more of the worid's thirteen root setfvers must
fail before ordinary Intemet users experience degradation. In the recent attack on the .info domain, only four to five
of the root servers went down in face of the attack.g As a result, end-users did not feel any slowdown.

l. DDOS Attacks

The primary goal ul a DDOS attack Is to deny a victim's computer, server, or network access to a particular
resource.7 These attacks are characterized by an explicit attempt by a user to deny anecther user or system from
using that service, DDOS attacks can essentially disable individual computers or enfire networks. Usually, DDOS

attacks can be executed with limited resources against a large and sophisticated site.

Generally, DDOS attacks come in three different forms.s The first type of DDOS attack is the consumption of limited
ar pon-renewable resources. g This type of attack can vary in its application. Frequently, DDOS attacks are directed

at network connections with the goal of preventing the host from communicating to outside networks, or sometimes

its own internal network. With this method the attacker begins a process of connecting to the victim's machine, but
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ullimately never compleles the transmission.1o The result is the victim's machine waits to send all other requests
untit the attacker's request is resolved, which never ocours. g

An alternative method of conducting a DDOS aitack occurs when an attacker uses a victim's resources against
themselves. 12 This is accomplished by forging data packets to connect to the echo service of one machine 13 l
Ultimately, the acho increasingly repeats through the network, eventually degrading the netwnrk s:i_lbgtanﬁﬂl;y- 14 A
variation of this type of DDOS attack is genera-_ﬁng a large number of packets and directing them at a victim's
network. In order to increase the frequency and duratian of the assault, many attackers will uses dozens,
sometimes hundreds, of computers. The end result is completely terminating incoming and outgoing traffic, halting
the victim's network activity. Finally, a DDOS attack can be conduuted by destroying or altering computer |
configuration information. 15 Improperly configured computers ¢an be modified to perform below optimal speed or

can be entiraly dicabled.

li. DDOS Criminal Legisiation

The first version of federal Computer Fraud and Abuse Act (CFAA) was passed in 1984_15 H= pirpose was o
protect classified, financial, and credit information that was maintained on federal govemment computers. With the

evolution of computing, the CFAA was amended in 1996 This includad the removal of "federal interestey
computers™ with the replacement of "protected computer.” In this step, Congress effectively broadened the scope of
the CFAA from protectad federal computere, to excreising federal power over all cormputers involved in interstate

and foreign commerce. 17
A. Federal Legisiation

The CFAA offers varying degrees of criminal liability for the transmission of DDOS to individuals or corporations. is
Federal criminal violations for DDOS are addressed in Titte 18 U.5.C. 1030(5)A). And, while the standard of
knowledge differs between Title 18 U.S.C. 1030(3)(A) and (B), both require the transmission of data or the use of a

computer through interstate commerce. The first of these, Titte 18 U.S.C. 1020(5){A) states:

"through means of a computer used in interstate commerce or communications, knowingly causes
the transmission of a program, information, code, or command to a computer or computer system if:
(1) the person causing the transmission intends that such transmission will -

(I) damage, or cause damage to, a computer, computer system, network, information, data, or
program; or

() withhold or deny, or cause the withhalding or denial, of the use of a ¢omputer, computer services,

systarns or network, nformation, data or program [emphasis added]”

In section A(l}, the standard set forth by statue is intentional transmiseion of data that vauses damage or the
withholding of the use of a computer or network. The first subsection of Title 18 U.S.C. 1030(5)(A)()) focuses on

damage caused by the transmission of a data =ot to 3 computer or computer syslem. In contrast, the second
section of Title 18 U.S.C. 1030(5XA)]) aims to criminalize the withholding of the use a computer or a computer

rRystem by means of a DDOS or similar attack.

Title 18 U.5.C. § 1030(5)(B) was essentially crafted to mimic Section A of Tile 18 U.2.C. § 1030(5). | loweve
Section B requires a lower standard of knowledge to invoke a violation. It states:

I - .
through means of a computer used in interstate commerce or communication, knowingly cauges the
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tranzmission of a program, information, code, or command to a computer or computer system -
() with reckless disregard of a substantial and unjustifiable rick that the tranamission will -
(I} damage, or cause damage to, a computer, computer system, network, information. data or

progdram; or
() withhold or deny or cause the withholding or denial of the use of a computer, computer services
system, network, information, data, or program [emphasis added]"

The knowledge standard for section B vialationg ia recklecs disregard (in contrast to section A's fntentiona)
standard). Essentially, an unintentional denjal of a computer or a computer network, without the authorization of the
owner ean constitute a vielation of the statue if the sender acted with reckless disregard to the consequences of his
or her actions.

A. California Legislation

The California Penal Code, generally modeled after the faederal CFAA, has varying degrees of ¢timinal liability for
DDOS.1g Title 13, Chapter 5, Section 502(a)(5) states that anyone that-

" [ | L] L | [ | -
knowingly and without permission disrupts or causes the disruption of computer services or denies
Oor causes the danial of computer services to an authorized user of 3 computer, computer system, or
T

computer network."”

Again, while subsection (a) addresses DDOS and similar attacks, Section 8 emphasizes criminalization of data
contaminants. Although modeled after the CFAA, the California Penal Code diffars in significant ways, Differing
markedly on the standard of knowledge required for a violation of the CFAA, the California Penal Code also has ho
provision for lack of consent by the owner and no minimum dollar amount for a violation to oceur, Moreover, the
California Penal Code's knowingly standard foregoes the infentional and reckdass disregard standard applicd by the
CFAA, creating a lower knowledge standard for violators. This results in a stricter state penal code for Intemet crime

than federal law.

Hl, Conchuzion

In conclusion, both federal and California state laws have made efforts to criminalize DDOS attacks. Furthermore,
the federal government and the state of California have passed legislation covering a wide range of Intermet crime
from IP spoofing to virus transmissions, However, as of yet, the effectiveness of most of these laws is relafively
unknown. Increasingly, DDOS attacks have become mare targeted, sophisticated, and difficult to trace. As such.
accelerating DDOS attacks may outstrip current legislation making it difficult or impossible to enforee. So far, it has
been the engineers, not the lawyers that have save the Intemet root server system and critical network
infrastructure security from being Jeopardized by DDOS attacks.

inkes

Rabert Lemns,ﬁA#e.:r;ﬁ_r Targets .info Domain System, November 23, 2002, CNET News.com, hito.//news cam com/2 1001001 -

TLLLE himd Plag=iainsiry .

fef
David MnGuirg, Altack on Infernet Cafled Largast Ever, October 22, 2002 Washington Post,

SHNWW washinatenpos Lct22 Planguage =printer

Id.

VR =YV A sty b il

L




A7/29/2885 B9:87 7142422155 MURFI= LAkl FIEM PAGE 23724

2. Id.
. id,

7. How a Denlal-aof-Service Attack Werks, February 2, 2000, CNET News.com Staff , :
0 . hilninews . com com/2100.1017.

£. Denial of Service Attacks, CERT Coordination Center, June 4 2001, wiwvy.cert orgitech tins/denjal of service himi

9. Id

10, d.

1. id
12. /d.
13. Id.

14, /d.

15, 1.

16. E::Ir_nund B. Elurkﬁ-_, The Expanding Importance of the Computer Fraud and Abuse Act, January 2001, Gigalaw.com

L slisiiaw. cel/aricies/ A00 1 -all/h Eﬂ_gg_m:m
17. Edmund B. Burke, Computer Usage Policies j
.1 o . pVarticles/2001 -allt Q N ..I:I '-Ttﬂr'nputer Fraud and Abuse Act, February 2001, Gigalaw.com,
. Toview Title 18 U.5.C. 1030 in it El"lﬁl'ﬂty go to M&&@M i ; 1-
i . : : unglfcybercimer 1030 new.himt. Plea ;
paper only discusses selected section of Title 18 U.S.¢C 1030, Tifle 18 U.5.C 1020 breadth is very broad and inulud: gnﬂi:;; t;:rs

federal computers, financial institutions, U - .
threate to public health. » U.S. department and agencies, as well as, prosecution on physical injuries sustained and

18. Tn view iﬂe 13, Chapter 5, Section 202(A) in its entirety go to M@ﬂ&m&g&mﬂm

sl S TR CT IO y=CHIUD] -B 1000 & fle=484-5(




